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Abstract:-Edge computing is rooted in decades-old ideas of remote computing -- such as 

remote offices and branch offices -- where it was more reliable and efficient to place computing 

resources at the desired location rather than rely on a single central location.Edge computing is 

transforming the way data is being handled, processed, and delivered from millions of devices 

around the world. The explosive growth of internet-connected devices – the IoT – along with new 

applications that require real-time computing power, continues to drive edge-computing 

systems.Faster networking technologies, such as 5G wireless, are allowing for edge computing 

systems to accelerate the creation or support of real-time applications, such as video processing 

and analytics, self-driving cars, artificial intelligence and robotics, to name a few.Edge computing 

was developed due to the exponential growth of IoT devices, which connect to the internet for 

either receiving information from the cloud or delivering data back to the cloud. And many IoT 

devices generate enormous amounts of data during the course of their operations.Edge-computing 

hardware and services help solve this problem by being a local source of processing and storage 

for many of these systems. An edge gateway, for example, can process data from an edge device, 

and then send only the relevant data back through the cloud, reducing bandwidth needs. Or it can 

send data back to the edge device in the case of real-time application needs.These edge devices 

can include many different things, such as an IoT sensor, an employee‟s notebook computer, their 

latest smartphone, the security camera or even the internet-connected microwave oven in the 

office break room. Edge gateways themselves are considered edge devices within an edge-

computing infrastructure.For many companies, the cost savings alone can be a driver towards 

deploying an edge-computing architecture. Companies that embraced the cloud for many of their 

applications may have discovered that the costs in bandwidth were higher than they expected. 

Increasingly, though, the biggest benefit of edge computing is the ability to process and store data 

faster, enabling for more efficient real-time applications that are critical to companies. Before 

edgecomputing, a smartphone scanning a person‟s face for facial recognition would need to run 

the facial recognition algorithm through a cloud-based service, which would take a lot of time to 

process. With an edge computing model, the algorithm could run locally on an edge server or 

gateway, or even on the smartphone itself, given the increasing power of smartphones. 

Applications such as virtual and augmented reality, self-driving cars, smart cities and even 

building-automation systems require fast processing and response. 

Keywords:-Edge computing, edge computing Vs. cloud computing,edge computing use 

cases,benefits of edge computing,challenges of edge computing. 
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Introduction:-Edge computing lie in content delivery networks that were created in the late 

1990s serve web and video content from edge servers that were deployed close to users.In early 

2000s,these networks evolved to host applications and application components at the edge 

servers,resulting in the first commercial edge computing services that hosted applications such as 

dealer locators, shopping carts, real-time data aggregators and insertion engines. Edge computing 

is a distributed information technology (IT) architecture in which client data is processed at the 

periphery of the network, as close to the originating source as possible.Data is the lifeblood of 

modern business, providing valuable business insight and supporting real-time control over 

critical business processes and operations. Today's businesses are awash in an ocean of data, and 

huge amounts of data can be routinely collected from sensors and IoT devices operating in real 

time from remote locations and inhospitable operating environments almost anywhere in the 

world. Edge computing moves some portion of storage and compute resources out of the central 

data center and closer to the source of the data itself. Rather than transmitting raw data to a 

central data center for processing and analysis, that work is instead performed where the data is 

actually generated -- whether that's a retail store, a factory floor, a sprawling utility or across a 

smart city. Only the result of that computing work at the edge, such as real-time business insights, 

equipment maintenance predictions or other actionable answers, is sent back to the main data 

center for review and other human interactions. Edge computing is all a matter of locations. 

 

                                        Edge Computing with Realtime Data Processing 
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In traditional enterprise computing, data is produced at a client endpoint, such as a user's 

computer. That data is moved across a WAN such as the internet, through the corporate LAN, 

where the data is stored and worked upon by an enterprise application. Results of that work are 

then conveyed back to the client endpoint. This remains a proven and time-tested approach to 

client-server computing for most typical business applications. But the number of devices 

connected to the internet, and the volume of data being produced by those devices and used by 

businesses, is growing far too quickly for traditional data center infrastructures to 

accommodate. Gartner predicted that by 2025, 75% of enterprise-generated data will be created 

outside of centralized data centers. The prospect of moving so much data in situations that can 

often be time- or disruption-sensitive puts incredible strain on the global internet, which itself is 

often subject to congestion and disruption.Edge computing puts storage and servers where the 

data is, often requiring little more than a partial rack of gear to operate on the remote LAN to 

collect and process the data locally. In many cases, the computing gear is deployed in shielded or 

hardened enclosures to protect the gear from extremes of temperature, moisture and other 

environmental conditions. Processing often involves normalizing and analyzing the data stream to 

look for business intelligence, and only the results of the analysis are sent back to the principal 

data center. 

2. Edge Computing Vs. Cloud Computing 

The process of edge computing differs from cloud computing because it takes time, sometimes up 

to 2 seconds to relay the information to the centralized data center, delaying the decision-making 

process. The signal latency can lead to the organization incurring losses, hence organizations 

prefer edge computing to cloud computing.Cloud and edge computing are different, non-

interchangeable technologies that cannot replace one another. Edge computing is used to process 

time-sensitive data, while cloud computing is used to process data that is not time-driven. Besides 

latency, edge computing is preferred over cloud computing in remote locations, where there is 

limited or no connectivity to a centralized location. These locations require local storage, similar 

to a mini data center, with edge computing providing the perfect solution for it. Edge computing 

is also beneficial to specialize and intelligent devices. While these devices are akin to PCs, they 

are not regular computing devices designed to perform multiple functions. These specialized 

computing devices are intelligent and respond to particular machines in a specific way. However, 

this specialization becomes a drawback for edge computing in certain industries that require 

immediate responses.Though many companies are adopting edge computing and are predicting 
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the end of cloud computing, Bernard points out that this is not substantiated because there is 

currently no analytical framework to prove it. Edge computing is not the only solution for the 

challenges faced by IT vendors and organizations and does not handle all applications across 

every environment, thus, cloud computing will still remain a crucial part of an organization‟s IT 

infrastructure. 

 

 Edge-to-Cloud architecture layers 

To demonstrate this, Bernard city  the example of an IoT device with computing power attached 

to it, along with Azure functionality. Thedevice-deployed code responds in real-time by shutting 

down the IoT machine in case of a damaging failure condition, while the rest of the application 

runs in Azure. The million-dollar machine is no longer dependent on cloud loop for emergency 

response due to its utilization of edge computing and still works in harmony with cloud 

computing to run, deploy, and manage the IoT devices remotely. This sustains that cloud 

computing will remain relevant and work alongside edge computing to provide data analytics and 

real-time solutions for organizations. 

3.Edge computing use cases 

In principal, edge computing techniques are used to collect, filter, process and analyze data "in-

place" at or near the network edge. It's a powerful means of using data that can't be first moved to 

a centralized location -- usually because the sheer volume of data makes such moves cost-

prohibitive, technologically impractical or might otherwise violate compliance obligations, such 

as data  
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3.1 Manufacturing:-An industrial manufacturer deployed edge computing to monitor 

manufacturing, enabling real-time analytics and machine learning at the edge to find production 

errors and improve product manufacturing quality. Edge computing supported the addition of 

environmental sensors throughout the manufacturing plant, providing insight into how each 

product component is assembled and stored -- and how long the components remain in stock. The 

manufacturer can now make faster and more accurate business decisions regarding the factory 

facility and manufacturing operations. 

3.2Farming:- Consider a business that grows crops indoors without sunlight, soil or pesticides. 

The process reduces grow times by more than 60%. Using sensors enables the business to track 

water use, nutrient density and determine optimal harvest. Data is collected and analyzed to find 

the effects of environmental factors and continually improve the crop growing algorithms and 

ensure that crops are harvested in peak condition. 

3.3Network optimization:- Edge computing can help optimize network performance by 

measuring performance for users across the internet and then employing analytics to determine 

the most reliable, low-latency network path for each user's traffic. In effect, edge computing is 

used to "steer" traffic across the network for optimal time-sensitive traffic performance. 

3.4Workplace safety:- Edge computing can combine and analyze data from on-site cameras, 

employee safety devices and various other sensors to help businesses oversee workplace 

conditions or ensure that employees follow established safety protocols -- especially when the 

workplace is remote or unusually dangerous, such as construction sites or oil rigs. 

3.5 Improved healthcare. The healthcare industry has dramatically expanded the amount of 

patient data collected from devices, sensors and other medical equipment. That enormous data 

volume requires edge computing to apply automation and machine learning to access the data, 

ignore "normal" data and identify problem data so that clinicians can take immediate action to 

help patients avoid health incidents in real time. 

3.6 Transportation. Autonomous vehicles require and produce anywhere from 5 TB to 20 TB 

per day, gathering information about location, speed, vehicle condition, road conditions, traffic 

conditions and other vehicles. And the data must be aggregated and analyzed in real time, while 

the vehicle is in motion. This requires significant onboard computing -- each autonomous vehicle 

becomes an "edge." In addition, the data can help authorities and businesses manage vehicle 

fleets based on actual conditions on the ground. 

3.7Retail. Retail businesses can also produce enormous data volumes from surveillance, stock 

tracking, sales data and other real-time business details. Edge computing can help analyze this 

diverse data and identify business opportunities, such as an effective endcap or campaign, predict 

sales and optimize vendor ordering, and so on. Since retail businesses can vary dramatically in 

local environments, edge computing can be an effective solution for local processing at each 

store. 
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4. Benefits of edge computing 

Edge computing is powerful resource and strategy in the modern data center.Wireless networking 

made these processes even faster with IT administrators able to add more storage space, 

computing power and other capabilities at the push of a button. 

4.1 Speed and Latency 

Speed is absolutely vital to any company „s core business.Edge computing‟s most significant 

benefit is its ability to increase network performance by reducing latency.The longer it takes to 

process data, the less relevant it is. In the case of the autonomous vehicle, time is of the essence 

and most of the data it collects and requires is useless after a couple of seconds. Milliseconds 

matter, especially on a busy roadway. Milliseconds also matter in the digital factory where 

intelligence based systems perpetually monitor all aspects of the manufacturing process to ensure 

data consistency. In many cases, there isn‟t time to round trip data back and forth between the 

cloud. Situations such as equipment failures and hazardous incidents call for the instantaneous 

analysis of data. Confining data analysis to the edge where it is created eliminates latency, which 

translates into faster response times.Current commercial fiber-optic technology allows data to 

travel as fast 2/3 the speed of light, moving from New York to San Francisco in about 21 

milliseconds. 

4.2 Security  

When data is moving between different fragments,itmust cross various layers of security.The data 

exchange is between the internet, servers and nodes. At each of these ,we can implement 

additional security measures such as firewalls and security scans.When all of your data must 

eventually feed to its cloud analyzer through a single pipe, the critical business and operating 

processes that rely on actionable data are highly vulnerable. As a result, a single DDoS attack can 

disrupt entire operations for a multinational company. When you distribute your data analysis 

tools across the enterprises, you distribute the risk as well. While it can be argued that edge 

computing expands the potential attack surface for would be hackers, it also diminishes the 

impact on the organization as a whole. Another inherent truth is that when you transfer less data, 

there is less data that can be intercepted. When data is analyzed locally, it remains protected by 

the security blanket of the on premise enterprise. Edge computing also helps companies 

overcome the issues of local compliance and privacy regulations as well as the issue of data 

sovereignty. 

4.3 Cost Savings 

Edge computing allows you to categorize your data from a management perspective. By retaining 

as much data within your edge locations, you reduce the need for costly bandwidth to connect all 

of your locations, and bandwidth translates directly into dollars. Edge computing isn‟t about 

eliminating the need for the cloud, it is about optimizing the flow of your data in order to 

maximize your operating costs. Edge computing also helps to reduce some level of data 

redundancy. Data that is created at the edge must be stored there at least temporarily. When sent 

to the cloud, it must be stored again, creating levels of redundancy. When you reduce redundant 
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storage, you reduce redundant cost. 

4.4 Greater Reliability 

Edge computing handles reliability part very well. User do not need to worry about network 

failures or slow internet connections. The world of IoT includes some pretty remote territories 

comprised of rural and less than optimal environments concerning internet connectivity. 

When edge devices can locally store and process ensuing data, it improves reliability. 

Prefabricated micro data centers are built today to operate within just about any environment. 

This means that temporary disruptions in intermittent connectivity will not impact smart device 

operations just because they lost connection to the cloud. In addition, every site has some built-in 

limitation to the amount of data that can be transmitted at one time. Although your bandwidth 

demands may not be tested as of yet, the exponential growth in generated data will push 

bandwidth infrastructure to the limit in the future for many enterprises. 

4.5 Scalability  

Edge computing offers high scalability to the network.For extending the network as and when 

required ,we can increase the devices, data centres and the processors without affecting other 

parts of the network.A huge network is not easy to handle in a cloud where the whole burden is 

on one centralised server.An IoT system generates large volumes of data.On the other hand,a vast 

network with edge computing can work efficiently at different fragments simultaneously. The 

size of network will not affect its quality ,as many fragments have their separate processing. A 

distributed processing reduces the traffic and processing burden on central data repository. 

Therefore, edge computing is best solution for networks which have an enormous span and are 

expected to keep growing with time. 

5.Challenges of edge computing 
Overwhelming data generation and increase in digital business projects will also come with a set 

of challenges,which the companies will have to tackle in bid to provide seamless and secure 

services to its customers. 

 
                                            Challenges Of  Edge Computing 

5.1 Data Lifecycle 

Most of the data involved in real-time analytics is short-term data that isn't kept over the long 
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term. A business must decide which data to keep and what to discard once analyses are 

performed. And the data that is retained must be protected in accordance with business and 

regulatory policies.Gartner states that “by 2022, more than half of enterprise-generated data will 

be created and processed outside the Data Center or cloud.” And the amount of data collected 

increases daily. But data is only valuable when it can be used to gain insight. Much of the data 

collected at the edge is related to things like asset monitoring in industries like manufacturing and 

is not acted on unless it is outside normal parameters. So, the challenge for organizations is 

analyzing data and being able to quickly see what data needs to be saved and what can be deleted. 

5.2 Data Protection 

Edge Computing is a distributed model, it brings with it security concerns that are very different 

from a centralized model. Each end point or edgedevice can be a point of entry for malicious 

entities. Plus, Edge devices are often in remote locations or harsh environments, which brings up 

physical security concerns. These harsh conditions also may mean unreliable network 

connectivity. Apart from cyber security,businesses will also need to physically protect their edge 

computing infrastructure from unauthorized access.However,in trying to make the infrastructure 

secure, it may not remain edge computing. 

5.3 Connectivity  

Connectivity is another issue and provisions must be made for even access to control and 

reporting even when connectivity for actual data is unavailable. Some edge deployment use a 

secondary connection for backup connectivity and control.Edge computing overcomes typical 

network limitations, but even the most forgiving edge deployment will require some minimum 

level of connectivity. It's critical to design an edge deployment that accommodates poor or erratic 

connectivity and consider what happens at the edge when connectivity is lost. Autonomy, AI and 

graceful failure planning in the wake of connectivity problems are essential to successful edge 

computing. 

5.4 Control Remote Management 

Control remote management deal with skilledpersonnel are not available to deploy & manage the 

solution on a regular basis. An unskilled operator may need to perform simple plug and play 

deployments. This includes delivering secure edge application updates, debug-ability in the case 

of problems and deployment of additional devices. The Edge applications need to be highly 

sophisticated and should be able to provide a range of features: data caching in case of lost 

connections, raw data stream processing to filter, analyze relevant data, message brokering for 

event-based applications, device management, fault tolerance, etc. Saving bandwidth costs of 

constrained networks is also another important consideration. 

5.5 Backup 

The edge computing model is typically driven by the location of data creation. Enterprises need 

an overall data protection strategy that can comprehend data,regardless of location. Network 

bandwidth requirements will be just as critical as storage media considerations when deciding 

how protect these assets because backup over the network may not make sense. 
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5.6 Diversity 

Each organization has different Edge Computing needs and there are many edge technology 

solutions on the market, which leads to a wide diversity of options. Partly due to this diversity, 

there are no common standards. Early projects tend to be unique and the requirements driven by 

specific goals. To successfully navigate this diversity, enterprises should develop strategic, long-

term plans. 

 

6. Conclusion  

 
Edge computing could be the solution for faster,cheaper and more reliable data processing. With 

edge computing,things have become even more efficient.As a result , the quality of business 

operations has become higher.Edge computing has a ability to analyse data closer to the source 

will minimize latency,reduce the load on internet,improve privacy and security and lower data 

management costs.The combination of edge and cloud computing will help you better manage 

and analyse your data and significantly increase the value of your IoT efforts. The cloud will 

continue to play role in aggregating important data and performing analyses on this massive set of 

information that can be distributed back to the edge devices.  
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